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ICS Security Requirements and Governance Model Definition

Project activities have delivered to the Client their new ICS Security Requirements and
Governance Model

Information Gathering Assessment Tool Deliverable Deliverable
Documents Assessment Tool Critical ICS ICS Security
T Definition Security Requirements Governance Model
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Critical ICS Security Requirements
Critical ICS Security Requirements will help Client to secure future evolutions of their

Industrial Control System...

ICS Key Assets

Critical ICS data-
transmission
network
Server and device
connected to critical

ICS
UMAN RESOURCES

FACILITIES

International Standard
NIST 800-82 r2
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Identification of
Security Requirements

Set of detailed requirements derived from NIST
Controls (~ 800) and divided in two groups:

= Governance Requirements:
— Applicable to each asset

— NIST Families: Planning, Program
Management

= Technical and Operative Requirements:

— Applicability Matrix: Asset (4) vs NIST
Families (16)
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Key Outcomes

= The set of security
requirements is applicable to
Group Industrial Control
Systems and is based on
International Standards

» This approach could inspire
the definition of
requirements and
countermeasures in any ICS
environment
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ICS Security Governance Model
... while ICS Security Governance Model enables the evaluation of the effectiveness of
security measures put in place
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Key Components Applicability
= Security Framework: = Overall Organization ICS Security Key Outcomes
- Management processes (7 ptaturtty Lavl i dertved from matury
— Security Domains (11) belonging to the group = ICS SIeFurltYI Governance
* Input Parameters = The model is scalable to new Client Group mOdel is built t.o sgpport
- Weights associated to Company or BU COI’T\p ex organizations in
prioritization levels and which many actors
Stakeholders contribute to the ICS
= Evaluation Process Securlty Management
— Control based Assessment s . B

= This model is independent
from the particular input
parameters chosen
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Maturity Evaluation & Roadmap Definition

ICS Security Governance Model has been applied during the project to evaluate current
maturity level

ICS Security
Governance Model Assessment Activities Deliverable
Application of the Model As-is Maturity Level Projects Roadmap
- | Projects |
“““““““ Project 1 -
o Project 2
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‘ Project 8
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Assessment Tool

We evolved Intellium tool in
of every client stakeholder...

Tool Structure

= ~ 800 Controls, each
associated to a single
Mgmt Process and
Domain

= 3 Weighted Priority Levels
(High, Medium, Low) derived
from NIST evaluation

= 6 “Maturity Levels” for each
control
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order to allow the assessment of the ICS Security maturity

Evaluation & Results

= Maturity of every control is evaluated through 6
maturity values

= Every control have to be evaluated for every
company / Business Unit or set as Not
Applicable

= Tool computes a weighted average to provide
the maturity level for each area of the
framework (single process x single domain)

= Results (valorized framework) are shown in
real-time
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Key Outcomes

= Excel Tool provides real-time
maturity of every company /
Business Unit allowing
separate evaluations

»= The tool is scalable with little
effort to new Company or
Business Unit to adapt to
acquisitions, organizational
changes, new strategy
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As-is Maturity Level

... deriving consequently from these maturities the overall maturity level of the whole
Group

Tool Structure Overall Results ~

= Weight (0-1) associated to

each company / BU based : - , ==
on strategy relevance and o Key Outcomes

operating margin

Overall maturity level = ‘ = The tool also provides real-
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Cavlculated ai 'V{eig\{]ted B e s EE = == time maturity level of the
average of maturity levels of — overall group

each company / BU
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Strategic Roadmap

Starting from assessment results we can define a roadmap made of X projects aiming

to address areas of improvement

Prioritization

= Cost (CAPEX, OPEX, FTE)

= Complexity (implementation, organizational,...)

= Benefit (maturity level increase, risks mitigation,...)
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Cost
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Benefit
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Three-year Roadmap

2017 2018

Q ICS Cyber Security Program

)

1 ICS Cyber Security Program

é ICS Incident Management

2 ICS Incident Management

3 Cyber Threat Intelligence

Cyber Security Risk
e

4

Viana men
a ICS Configuration Management & CMDB )
a Evoluzione Gestione Accessi ICS >

d Evoluzione Piani di Rientro )
Post-VA/PT

s Valutazione e Sviluppo
Risorse Umane
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Any Question?
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